
Top 10 simple 
cyber-attack 
prevention tips.



Protect your 
business’ 
reputation and 
the cost of 
restoring your 
online systems.



Use passwords that are not easy to  
guess and avoid using the same one for 
different systems.

01_

[Always use a combination of uppercase and 

lowercase letters and numbers.]

Update software regularly as it will contain 
the most recent security measures.

02_

[Check your software preferences and make sure 

that automatic updates are turned on.]



Always back up using the 3-2-1 rule 
(3 copies, 2 different Media, 1 copy off-site).

03_

[There are a number of online services that  

will back up your machine automatically.  

Search: online backup.]

Be aware of installing software,  
especially if you did not actively source it.

04_

[Before you click install make sure you check that it is 

software you have chosen to download.]



When browsing check for a secure 
connection in your browser (HTTPS).

05_

[Check for the padlock symbol next to the website 

address at the top of the browser window.]

Use two-factor authentication  
where available.

06_

[Check your preferences and enable this if you can.]



Encrypt all sensitive data.

07_
[There are a number of encryption services and 

tools that will automatically encrypt your data.  

Search: data encryption tools.]

Use an ad-blocker on all websites.

08_
[Designed to protect your privacy and prevent 

malicious malware attacks.]



Disable third-party cookies in  
your browser.

09_

[Block cookies that aren’t delivered by the site you’re 

visiting, but used by scripts or content delivered 

from other sites. Check your browser preferences.]

Get a Cyber Insurance policy to support 
your cyber security strategy.

10_

[Discuss your cyber strategy with Routen Chaplin 

who will advise on the most suitable insurance 

product for your needs.]



Cyber and Data 
Risk Insurance.



Routen Chaplin would like to thank you  
for attending the Cyber Crime Seminar,  
of which we are proud to sponsor.

With cyber criminals launching more attacks on UK 

businesses than ever before, all businesses, regardless 

of size and industry, could fall victim to a cyber-attack 

or data breach. Therefore, it is imperative you and your 

employees are cyber aware and vigilant.

A Cyber and Data Risk Insurance policy can help ease 

the financial burden of suffering a data breach, whilst 

also giving you guidance on prevention methods.



Key features of Cyber Risk Insurance can include:

•  Breach costs covered - investigation and    

 restoration of systems

•  Business interruption cover

•  Crisis response

•  PR crisis management

•  Costs of regulatory penalties and fines covered

•  Cover for cyber extortion

If you haven’t had chance to talk to our Cyber 

Expert, Julie Cherry, today or wish to discuss your 

requirements further, please call 0115 973 7303 or 

email julie.cherry@routenchaplin.co.uk.

For further information about Routen Chaplin and 

the service we offer please visit our website  

www.routenchaplin.co.uk



Protecting 
businesses 
with effective 
insurance 
solutions 
since 1961.



Routen Chaplin, Britannic House, 5 Tamworth Road,  
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